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Introduction

* Risk (1ISO 31000:2018) - the potential impact of uncertainty on objectives

* Risk (UN-ISDR (2009)) - the probability of harmful consequences, or expected losses such as fatalities, injuries,

property damage, livelihood disruptions, economic activity interruptions, environmental harm.

Risk = Probability of Losses =

Likelihood

- X Consequences
Threat X | Vulnerability
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Risk Assessment

* Risk Management Process (1ISO 3100:2018)

Risk Assessment

Risk

Identification

—
———

Risk
Analysis

:—\— ‘:
Risk
Evaluation

COMMUNICATION & CONSULTATION
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Risk Identification

* Risk identification - to uncover, recognize, and describe risks exploring various techniques to identify uncertainties

such as Failure Modes and Effects Analysis (FMEA), Hazard and Operability study (HAZOP), and Structured What-If
Technique (SWIFT)
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Risk Analysis

* Risk analysis - develop a comprehensive understanding of risk, including its characteristics and, where relevant, its
level. The depth and complexity of this analysis can vary depending on the analysis's purpose, the availability and
reliability of information, and the allocated resources. Techniques for analysis can be qualitative, quantitative, or a

combination of both, chosen to suit specific circumstances and intended applications

Category Type of Analysis  Description

Involves an informal process that constructs the risk
Simplified risk L overview through brainstorming sessions and group
analysis Qualitative discussions. Risk is typically categorized on a basic scale,

without employing formalized risk analysis techniques.

Structured process in which risk analysis techniques like
Hazard and Operability study (HAZOP) are applied.
Results are frequently depicted using risk matrices.

Standard risk Qualitative or
analysis Quantitative

Model-based Predominantly Utilizes methods like event tree analysis and fault tree
risk analysis Quantitative analysis to compute risk.
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Risk Evaluation

* Risk evaluation — examination of the risk analysis results in relation to established risk criteria. Its main aim is to
determine whether a specific level of risk is acceptable or tolerable. This evaluation process supports informed
decisions by allowing a comparison between the outcomes of risk analysis and the predetermined risk criteria. It can
lead to various decisions, such as taking no further action, exploring risk treatment options, conducting more in-depth

risk analysis, maintaining existing controls, or reconsidering objectives
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Hazard and Operability Analysis (HAZOP)

HAZOP, serves as a structured and systematic approach for system inspection and risk management. This qualitative risk
analysis technique, focus on identifying vulnerabilities and hazards within processing facilities, primarily during the

planning or design phase. This technique was developed for complex chemical systems, and the transitioned into

electrical, mechanical and software system:s.

HAZOP operates on the premise that deviations from design or operational intentions are the root causes of risk events.
It employs a predefined set of "guide words" to systematically explore different perspectives of these deviations. These
guide words, such as “NO/NOT”, “MORE OF/LESS OF”, “AS WELL AS”, “PART OF”, “REVERSE”, and “OTHER THAN", refer to
the process conditions, activities, materials, time, and location. The main inputs to this strategy are current system,

process or procedure information, including drawings, documents or other descriptive documents
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HAZOP Examination Phase Process

U

START

Explain overall design

> Select a part

v

Examine and agree design intent

Identify relevant elements

v

Identify whether any of the elements can be
usefully sub-divided into characteristics

v

—»| Select an element (and characteristic if any)

»  Select a guide word

v

Apply the guide word to the selected

—>»| element (and to each characteristic as

relevant) to obtain a specific interpretation

Yes

¢N0

Is deviation credible? ———»

Investigate causes,

conseguences and protection
or indication and document

Have all interpretations of the guide word
and element/characteristics combinations

No been applied?

Jr Yes

Have all guide words been applied to the

selected element?
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No
¢ Yes
Have all elements been examined?
No
¢ Yes
Have all parts been examined?
No
¢ Yes
STOP
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Structured What-If Techniques (SWIFT)

*  SWIFT constitutes a risk analysis approach characterized by the systematic utilization of the lead question "What if"
to systematically detect deviations from standard conditions. The main inputs to this strategy, a simpler alternative to

HAZOP, are the definition of the study object (plant, procedure, system) and the expertise and experience on the
study team

* This methodology, similarly to HAZOP, employs a predefined checklist of elements to be scrutinized. Nevertheless,
SWIFT allows for easy adaptation of the checklist to suit specific applications. During a SWIFT analysis, the checklist

undergoes a review, with inquiries such as "What if..." posed for each individual checklist element, identifying
hazardous situations and events
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Structured What-If Techniques (SWIFT)

Define Purpose Assemble the ST o SR B ALTTEE Formulate
P —>» Objectivesand —> interviews, —> )
and Scope Team . Questions
Rules observations
, Perform Checklist cen
Determine : Respond to "What  Review for Additional < Generate "What if : System Breakdown
Additional Controls if" Questions _ Questions into Tasks/Elements
Questions
Report Findings
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Fault Tree Analysis (FTA)

FTA is a deductive graphical method employed to identify hardware and software failures, along with human errors

and other internal and external factors, that can lead to undesired top events at the system level

* A fault tree serves as a logical diagram illustrating the relationship between system failures and undesirable events,
such as the failure of a system barrier. The undesirable event represents the top event of the tree. Subsequently, the
potential failures or events (basic events) that can directly lead to the top event are identified and linked through

logical gates. Logical gates within the fault tree diagram depict the relationship between these events and the system's
state

AND-gate
The output event
(above) occurs if all
input events (below)
occur

OR-gate

§ The output event
(above) occurs if at
§ least one of the input

Top Event

events (below) occur

Basic event
Event at the lowest
level in the fault tree
maodel
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Event Tree Analysis (ETA)

* ETA is a systematic and graphical techniqgue employed in risk assessment and decision-making, particularly in
scenarios where understanding the sequence of events following a specific initiating event is crucial. ETA is a bottom-

up inductive method, which can used in be both qualitative and quantitative analysis

* The diagram represents the logic model that identifies the possible outcomes following an initiating event. The event
sequence is influenced by either success or failure of the applicable barriers or safety functions/systems. In most
applications only two alternatives (“true” and “false”) are considered, even though it is possible to have more
alternatives. The initiating event is branched into various event sequences or pathways, with probabilities associated

to events and outcomes

* The method can be used quantitatively to calculate the probability of each outcome or consequence giving the failure

probability of each barrier

 This approach aids in quantifying and managing risks effectively. ETA complements other risk assessment techniques
such as FTA by focusing on the consequences and sequences of events that follow an initiating event, providing a

holistic view of risk
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Event Tree Analysis (ETA)

Initiating i Fire alarm is Frequency
Start of fire | system does . Outcomes
event nyot function not activated (per year)
True Uncontrolled
fire with no 8.0 -10°8
True 0.001 alarm
e False  Uncontrolled o s
True 0.999 fire with alarm
2:20 True Controlled fire 8.0-10%
| False 0.001 with no alarm
Explosion
10 per year S False Controlled fire
. 7.9-107%
0.999 with alarm
False
No fire 2.0-10°%
0.20
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Bow-tie Diagram (BT)

A BT diagram is a visual tool employed in risk assessment and management, analyzing risk and safety measures linked to

a specific event, hazard, or safety incident. The diagram takes on the shape of a bow tie, with the central event or

incident at its core and diverging "wings" symbolizing potential causes on one side and consequences on the other
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Bow-tie Diagram (BT)

 On the left side of the diagram, the various threats, causes, or factors, that could lead to the occurrence of the central

event, are presented. These are the factors that increase the risk of occurrence of the central event.

* On the right side of the diagram, there are listed the potential consequences or outcomes that could result from the

central event. These are the impacts following the occurrence of the central event.

 Furthermore, control measures are presented as barriers. These safety barriers are preventive or mitigation measures
which are or could be implemented to reduce the likelihood of the event occurring (left side) or to mitigate the

severity of the consequences (right side)

Hazard

| |
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Bow-Tie Diagram (BT)

BT can incorporate other risk assessment techniques, such as FTA and ETA

FTA
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FMEA/FMECA

FMEA - Failure Mode, and Effect Analysis

 |EC 60050-191 defines FMEA as an “analysis by which each potential failure mode in a product (or function or
process) is analyzed to determine its effects”

e FMEA is a bottom-up process for discovering and correcting design deficiencies through the analysis of potential
failure modes, effects, followed by a recommendation of corrective action

* The system is examined in component-by-component bases

* For a given component, a failure mode, its effects and causes of the failure mode are listed

* |nsimple terms, the method is design to answer the questions:

 “How can the unit fail?”

 “What happens then?”
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FMEA/FMECA

FIMIEA provides Improvements in: Safety, Quality and Reliability

 The results of FMEA are valuable to design engineers in determining and prioritizing the area of action

* FMEA helps identify which potential failure modes result in severe effects that must be designed out of a product,
which ones can be handled by corrective or mitigating actions, and which ones can be safely ignored

* The outputs of an FMEA are instrumental in the development of design verification plans and production control
plans

« FMEA is also useful for field service engineers in diagnosing problems and determining repair strategy

* Because of these benefits, FMEA has been used extensively in various private industries
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FMEA/FMECA

FMECA - Failure Mode, Effect and Criticality Analysis

U

TECNICO
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FMECA extends the scope of FMEA by incorporating the classification of these potential failure modes based on
their criticality (Criticality Analysis)
Each pair of failure mode and effect are scored from three viewpoints:
1) severity 2) frequency 3) detectability
The first developments have started in the aerospace industry in the 1960s
In the automotive sector, FMEA has been standardized as SAE J1739 (SAE, 2002)
Although originating in the automotive industry, the standard is prevalent in other sectors of industry: for example,
the marine industry
Another influential standard is IEC 60812 (IEC, 1985), which is used primarily in electrical engineering
In the defense industry, failure mode, effects, and criticality analysis (FMECA) is more common and performed by

following MIL-STD-1629A (U.S. DoD, 1984)
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FMEA/FMECA

FMECA Procedure:

* Defining the system for study. The interactions between this system and others should be fully understood to

determine the effects and mechanisms of a potential failure mode

* Once the scope for FMEA study has been defined, the lowest-level component within the system is chosen and its

functions are analyzed
* Each function should be technically specific, and the failure criteria of the function must be defined completely
* |dentify the failure modes of the component
* |dentify the effects of each failure mode and evaluating the likelihood and severity of each associated effect
* |dentify the level of detection of the failure modes

e Assess the overall risk of a failure mode. The overall risk is measured by the risk priority number (RPN), which is a

product of severity, occurrence, and detection. A high RPN value indicates a high risk of failure

 Appropriate corrective action should be taken to reduce the risk. Finally, the results of FMEA are documented using a

L

standardized format
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FMEA/FMECA

Definitions (standard Mil-Std-1629A):

* Failure Cause: The physical or chemical processes, design or quality defects, part misapplication or other processes
which lead to a failure, or which can initiate the physical process by which deterioration proceeds to failure. (Refers to

the past)

* Failure Mode: The way in which a failure is observed, describes how the failure occurs, and its impact on equipment

operation. (Refers to the present)

e Failure Effect: The consequence of a failure mode has upon the operation, function or status of a system. (Refers to
the future)

* Criticality: A measure of the frequency of occurrence of an effect

* Single Point Failure: An item failure that can result in a system failure and that is not compensated for by redundancy

or other operational procedures

e Risk Priority Number (RPN): quantitative estimation method of the design risk. It is the product of three factors that

are independently evaluated: Severity (S), Occurrence (O), and Detection (D)

L
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FMECA Analysis Procedure

>[ Design
v

'Svstem Definition and Decomposition"

v

Construct system block diagrams

v

Identify Failure Modes

v

Perform Failure Effects/Cause Analysisf—)- D
, v ,
Severity classification of failure effects—>» S
Occurrence likelihood > 0
v :
Perform criticality calculations —» RPN = (S)*(0)*(D)

v

Rank failure mode criticality

v

Determine critical items

v

[ Identify means of failure detection, |
isolation and compensating provisions,

Document the analysis conclusions

v

[ Make recomendations

L
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FMECA Analysis Procedure

Product or Process Name: Model Number:;
Design Responsibility:
Component: Completion Date:
FMEA Number:
Prepared By: Action Results
Item Function or Potential Potential S | C |Potential O |Current D| R |Recom- Responsibility |Actions S|IO|D|R
Purpose Failure Mode | Effect of e | | |Cause of ¢ |Controls e| P |[mended |& Completion |Taken elcl|le|P
Failure v | a [Failure C t| N |Action Date vic|t|N
5 LI
S r
r
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W TECNICO ‘PA_%SVKLLTLJE\)KN; interreg the European Union




FMEA/FMECA Standards

e MIL-STD-1629A- Procedures for Performing a Failure Mode, Effects and Criticality Analysis

e SAE J 1739 - Potential Failure Mode and Effects Analysis in Design (Design FMEA) and Potential Failure Mode and
Effects Analysis in Manufacturing and assembly Processes (Process FMEA) Reference Manual

e SAE AIR 4845 - The FMECA Process in the Concurrent Engineering (CE) Environment

e |[EC-60812:2006 - Analysis Techniques for System Reliability - Procedure for Failure Mode and Effects Analysis (FMEA)
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FMEA/FMECA Potential Failure Mode

A potential failure mode is defined as the manner in which a component, module, subsystem, or system could
potentially fail to meet design intents or performance requirements
* In FMEA, two types of failure modes should be considered: hard and soft
* A hard failure is a complete loss of function. It can be further divided into the following two categories according to
the persistence of failure:

Irreversible failure: complete and permanent loss of function

Intermittent failure: complete loss of function in a brief time

e A soft failure is a degradation of performance over time and causes partial loss of function
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FMEA/FMECA Potential Effects of Failure and Severity

* The potential effect of a failure mode is defined as the impact of the failure mode on the function of neighboring
components and higher-level systems
 The potential effects are identified by asking the question:
“What will be the consequences if this failure happens?
The consequences are evaluated with respect to the function of the item being analyzed
The lowest-level effects are the local effects, which are the consequences of the failure on the local operation or
function of the item being analyzed
The highest-level effects are the end effects, which are the effects of the failure on the system functions

The end effect of a failure is assessed in terms of severity
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FMEA/FMECA Potential Effects of Failure and Severity

Four-Level Military Severity Ranking System

Category Explanation

I Catastrophic: a failure that can cause death or system (e.g., aircraft, tank,
missile, ship) loss

II Critical: a failure that can cause severe injury, major property damage, or
minor system damage which will result in mission loss

II1 Marginal: a failure that may cause minor injury, minor property damage, or

minor system damage which will result in delay or loss of availability or
mission degradation

IV Minor. a failure not serious enough to cause injury, property damage, or system
damage, but which will result in unscheduled maintenance or repair

Source: U.S. DoD (1984).
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FMEA/FMECA Potential Effects of Failure and Severity

Ten-Level Automotive Severity Ranking System

Effect Criteria: Severity of Effect Ranking
Hazardous Very high severity ranking when a potential failure mode affects 10
without safe vehicle operation and/or involves noncompliance with
warning government regulation without warning
Hazardous Very high severity ranking when a potential failure mode affects 9
with safe vehicle operation and/or involves noncompliance with
warning government regulation with warning
Very high  Vehicle/item inoperable (loss of primary function) 8
High Vehicle/item operable but at a reduced level of performance; 7

customer very dissatisfied
Moderate  Vehicle/item operable but comfort/convenience item(s) inoperable; 6
customer dissatisfied

Low Vehicle/item operable but comfort/convenience item(s) operable at 5
a reduced level of performance:; customer somewhat dissatisfied

Very low  Fit and finish/squeak and rattle item does not conform: defect -
noticed by most customers (greater than 75%)

Minor Fit and finish/squeak and rattle item does not conform; defect 3
noticed by 50% of customers

Very minor Fit and finish/squeak and rattle item does not conform; defect 2
noticed by discriminating customers (less than 25%)

None No discernible effect I
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FMEA/FMECA Potential Failure Mechanisms and Occurrence

* A potential failure mechanism is an indication of design weakness
* Failure mechanisms are discovered by asking and addressing a number of “what” and “why” questions such as:
What could cause the item to fail in this manner?
Why could the item lose its function under the operating conditions?
* Techniques such as fault tree analysis can be used in determining the failure mechanisms of a particular failure mode
* |dentified failure mechanisms are assigned with respective occurrence values
 The occurrence is defined as the likelihood that a specific failure mechanism will occur during the design life.

* Occurrence is not the value of probability in the absolute sense; rather, it is a relative ranking within the scope of the

FMEA
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FMEA/FMECA Potential Failure Mechanisms and Occurrence

Ten-Level Automotive Occurrence Ranking System

Probability of Failure Likely Failure Rates During the Design Life  Ranking
Very high: persistent failures > 100 per 1000 vehicles or items 10
50 per 1000 vehicles or items 9
High: frequent failures 20 per 1000 vehicles or items 8
10 per 1000 vehicles or items 7
Moderate: occasional failures 5 per 1000 vehicles or items 6
2 per 1000 vehicles or items S
I per 1000 vehicles or items B
Low: relatively few failures 0.5 per 1000 vehicles or items 3
0.1 per vehicles or items 2
Remote: failure is unlikely <0.01 per 1000 vehicles or items l
Source: SAE (2002).
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FMEA/FMECA Design Controls and Detection

» Design controls are methods of preventing and detecting failure modes and mechanisms
 The effectiveness of a detection method is assessed in terms of detection, a ranking index measuring the

relative capability of a detection method
« The SAE J1739 (SAE, 2002) uses a 10-level ranking system in which 1 represents a detection method being

almost certain to detect a potential failure mechanism or subsequent failure mode, and 10 represents the

detection method being absolutely incapable

TECNICO
LISBOA

Bl Co-funded by
* the European Union

BLUESKILLING interreg

INNOVATION Atlantic Area

L

U



FMEA/FMECA Design Controls and Detection

U
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Ten-Level Automotive Detection Ranking System

Detection Criteria: Likelihood of Detection by Design Control Ranking
Absolute Design control will not and/or cannot detect a potential 10
uncertainty cause/mechanism and subsequent failure mode: or there
is no design control.
Very remote Very remote chance that the design control will detect a 9
potential cause/mechanism and subsequent failure mode.
Remote Remote chance that the design control will detect a 8
potential cause/mechanism and subsequent failure mode.
Very low Very low chance that the design control will detect a 7
potential cause/mechanism and subsequent failure mode.
Low Low chance that the design control will detect a potential 6
cause/mechanism and subsequent failure mode.
Moderate Moderate chance that the design control will detect a 5
potential cause/mechanism and subsequent failure mode.
Moderately Moderately high chance that the design control will detect a .
high potential cause/mechanism and subsequent failure mode.
High High chance that the design control will detect a potential 3
cause/mechanism and subsequent failure mode.
Very high Very high chance that the design control will detect a 2

Almost certain

potential cause/mechanism and subsequent failure mode.
Design control will almost certainly detect a potential
cause/mechanism and subsequent failure mode.

Source: SAE (2002).
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FMEA/FMECA RPN and Recommended Actions

 The overall risk of a failure mode can be assessed by the risk priority number (RPN), which is the product of severity,

occurrence, and detection:

RPN =S5Sx0OxD

 where S is the severity ranking, O is the occurrence ranking, and D is the detection ranking

* If the three factors are assigned rankings from 1 to 10, the RPN is in the range between 1 and 1000
 The higher the RPN value, the higher the risk of failure

* Failure modes with high RPN values usually require corrective action

e Such actions may include (but are not limited to) design change, material upgrade, and revision of test plans
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Risk Matrix

e The risk matrix concept is a straightforward and effective qualitative risk assessment approach. It is often regarded
as a semi-quantitative method. However, when both fundamental risk components—the probability of failure and the

severity of consequences—are expressed qualitatively, the risk matrix is qualitative in nature.

* In arisk matrix, the vertical axis denotes the probability Consequence
of failure and the horizontal axis represents Megligitle | Minor | Moderate | Major  |Catastrophic
1 F i 3 4 ]
the severity of consequences
-]
Almost Moderate High
certain 3 10
a4 Maode rate High
Likely q 8
=
L |
£ 3 Low Maoderate
E Possible 3 &
=
2 Laonar Moderate | Moderate High High
Undikely 2 - G 8 10
1 Low Low Low Moderate | Moderate
Rare 1 2 3 4 5
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Risk Matrix (EN 50126-1:2017)

Equivalent occurrence in a
Description 30 year lifetime of an item
operating 5000 h/year

Frequency Severity

Consequences to persons or environment

level category

Multiple fatalities or extreme damage to the

Likely to occur frequently. The event will be Expected to happen more |11yl ,
environment.

frequently experienced. than about 150 times
Probable Will occur several times. The event can be Expected to happen about Critical At least a single fatality or severe injury or large
expected to occur often. 15 to 150 times damage to the environment.
Occasional Likely to occur several tirT\es. The event can be Expecte(?l to happen about Viarainal Severe or minor injuries or minor damage to the
expected to occur several times. 2 to 15 times g SR ITRET.
Likely to occur sometime in the system life cycle. Expected to happen
The event can reasonably be expected to occur.  perhaps once at most LEFAUHTER IS Possible minor injury.
Unlikely to occur but possible. It can be assumed Not expected to happen
Improbable . e .
that the event may exceptionally occur. within the lifetime
Highly Extremely unlikely to occur. It can be assumed Extremely unlikely to
Tyleddele £ 58 that the event will not occur. happen within the lifetime
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Risk Matrix (EN 50126-1:2017)

Frequency of
occurrence of an

accident
(caused by a hazard)

Risk Acceptance Categories

Frequent

Undesirable

Intolerable

Undesirable

Intolerable

Intolerable

FProbable Tolerable
Occasional Tolerable Undesirable

LUndesirable

Intolerable
Intalerable

Intolerable

Rare MNegligible Tolerable Undesirable Undesirable
Improbable .H&gligihla Negligible Tolerable Undesirable
Highly improbable .I"-legligitule MNegligible .I"-legligihte .Tnlera ble
lInsignificant Marginal Critical Catastrophic
.Se-.rent}r of an accident iq:ausecl by a hazan.:l]u -
1 M Ry Pk
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Other Risk Assessment Techniques

* Brainstorming * Layers of protection analysis (LOPA)

* Interviews  Decision tree analysis

* Delphi technique * Human Reliability Assessment (HRA)

e Checklists e Reliability-Centered Maintenance (RCM)
* Preliminary Hazards Analysis (PHA) * Sneak Analysis (SA)

* Hazard analysis and critical control points (HACCP)  Markov Analysis

e Toxicity assessment * Monte-Carlo analysis

* Scenario Analysis * Bayesian statistics and Bayesian Nets

e Business Impact Analysis (BIA) * FN Curves

 Root Cause Analysis (RCA) * Risk indices

e Cause-consequence * Cost/Benefit Analysis (CBA)

e Cause-and-effect analysis e Multi-criteria decision analysis (MCDA)
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