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Introduction

* RAMS is an acronym for Reliability, Availability, Maintainability, and Safety — important quality attributes of all

technical systems.

* RAMS is a decision-making tool used to identify how to increase the availability of systems, and thus increase the
overall profit, as well as reducing the life cycle cost, while ensuring that the system operates safely without posing

unacceptable risks.

* The aim of the activities and analyses coordinated within the RAMS management is to avoid follow-up costs in
development and later operation and to create the evidence required by customers, legislators, and approval

authorities.

 Some industries, particularly safety-critical ones as the nuclear, aerospace, and oil/gas industries, have focused on

system safety for decades, that is, follow a systematic process of ensuring RAMS in a life cycle perspective.
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Concept Definition

» Safety, S(t) — The probability that a system will either perform its functions correctly or discontinue its operations
without disrupting the operation of other systems or compromise the safety of any people associated directly or

indirectly with the system.

* Reliability, R(t) — The probability an item will perform its intended functions for a specified period under stated

conditions.

* Maintainability — The probability an item will conform to specified conditions within a given period when corrective

or preventive action is performed.

* Availability, A or A(t) — A measure of the degree to which an item is in the operable and committable state at the

start of a mission when the mission is called for a random time.

* Maintenance - A set of organized activities carried out to keep an item in its best operational condition with

minimum cost acquired.
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Concept Definition

v v

Reliability Maintainability
, L
Safety Availability

The objective of maintenance and reliability is to maintain the capacity
of the system while controlling costs
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Concept Definition

Safety and Availability

Safety is a measure of the fail-safe capability of a system, that is, if the system does not operate correctly, it fails in a safe

Manner.

Safety differs from availability. Availability refers to the probability of a system performing correctly, whereas safety
encompasses the probabilities of a system performing its functions correctly and discontinuing its functions without causing

harm.
Reliability and Availability
Availability differs from reliability in that reliability involves an interval of time, while availability at an instant of time.

The availability of an item or system indicates the readiness for correct service and can assume transient values, A(t), or a steady
state value, A. The availability of a system depends not only on how frequently it becomes inoperable but also how quickly it can

be repaired.

A system can be highly available yet experience frequent periods of inoperability.

TECNICO
LISBOA

Co-funded by
the European Union

BLUESKILLING interreg

INNOVATION Atlantic Area

U

L



RAMS Process

Multi-level system approach

U
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RAMS Process

System requirements:

* Functional Requirements: These are essential for the system's primary functions and are fundamental to its purpose.
Additional requirements may also be necessary to ensure proper system operation. These requirements express the
system's behavior and may include properties like reliability, safety, accuracy, timing, and performance criteria such as
maximum speed and response time.

* Contextual Requirements: These further qualify the relationship between the system and its environment. They cover
aspects like the system's mission profile, maintenance and logistics, human factors, procedural environment, and
costs.

* Technical Requirements: These arise from the technical implementation of the system and don't directly relate to its
functions. They impact how the system is built and can involve issues like maintainability, environmental conditions,

and potential safety hazards.
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RAMS Process

Effects of failures within a system:

Kystem Environment \
Effects adversely

Disturbance threats affecting reliability

S //'
fsy — » \\ = N "\ Effects

- A adversely
E Chonal Failed States / | Safety related | | > affecting
Shatas Failure Modes | Failure modes safety

& \_ 4 ) /

Source: EN 50126-1:2017
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RAMS Process

Faults can be classified as:

_ Phenomenological { Physical faults
cause Human-made faults

— Accidental faults

— Nature Non-malicious intentional faults
— Malicious faults

Phase of creation [ Development faults

FAULTS ™" or occurrence Operational faults

— System boundaries { IHLernal Tauls

External faults

_ Persistence — Permanent faults

. Temporary faults
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RAMS Process

Failures in systems, components, or processes are categorized into two types:

 Random failures: can be monitored to statistically estimate their probability.
* Systematic failures: These result from errors primarily caused by human errors in the system's life cycle, leading to

deterministic failures under specific conditions or inputs. Addressing them involves the application of appropriate

processes, methods, and organization.

Failures can also be classified based on the timeframe in which they occur:

* Functional Failure: Failure occurs at the start of product life due to manufacturing or material defects.

* Reliability Failure: Failure occurs after some period of use.

The occurrence of failures can be the result of failure mechanisms such as:

* Excessive elastic deformation e Plastic deformation
* Fatigue e (Corrosion
 Corrosion-Fatigue e Ductile failure
e Brittle failure e Wear
* Creep
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RAMS Process

The general RAMS process consists of
3 major blocks: — 1 @ Operation, maintenance, 41 k_,| becommissioning 12

performance monitoring
* Risk assessment (on the basis of the 4 \ | | /

. ey . . System definiti d
system definition), including the operational context System acceptance 10
specification of RAMS requirements; \ 4 Key:
L] Risk analysi_s 3
* Implementation and demonstration that 77 gl and evaluation o
\ Verification task:
the system fulfils the specified RAMS —— Validation e
——~— Specification of 4 System validation 9
. %_| system requirements Validation task:
requirements; \ l
 Operation, maintenance, and Architecture & apportionment I 8 Risk Assessment
‘_\/_, of system requirements  § J B
decommiSSioning. 4 ) \ / demonstration of
compliance
Control of [> Design and with RAMS requirements
RAMS implementation 6 H Manufacture 7 Operation, maintenance and
requirements decommissioning
> To: Operation, maintenance and decommissioning

p. "y

Source: EN 50126-1:2017
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RAMS Process

Life cycle phases (standard EN 50126-1:2017):

1) Concept: project definition, with the scope, context and purpose of the system defined, investigating previous RAM

implications of the system and RAM requirements, performance, implications, policy and targets;

2) System definition and operational context: description of essential characteristics and functions of the system, and
clarification of the interfaces to other systems including the input to be provided and the output that can be expected.
On this basis the impact on RAMS parameters of neighboring systems can be derived. The intended operational
conditions that could impair the safe or good (RAM) function are stated.

The RAMS management is established, including RAM plan and Safety plan;

3) Risk analysis and evaluation: several steps, such as identifying hazards and events linked to hazards, assessing the risk,
and establishing ongoing risk management processes to determine if a risk is tolerable. Risk analysis is an ongoing and
iterative step and can continue in parallel with subsequent phases. Relying on the Risk Acceptance Criteria, further

system safety requirements can be defined to reduce the risk to an acceptable level;
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RAMS Process

Life cycle phases (standard EN 50126-1:2017) cont.:

4) Specification of system requirements: detailing the initial system requirements (expected functions including
their RAMS requirements) and the ones derived from risk assessment in phase 3 as well as defining criteria for

acceptance and specifying the overall demonstration of compliance;

5) Architecture and apportionment of system requirements: allocation of requirements, including all RAMS

requirements, to subsystems;

6) Design and implementation: subsystems and components should be created according to the allocated

requirements, including RAMS requirements;

7) Manufacture: the subsystems and components of the system should be manufactured, and RAMS centered

assurance arrangements established and applied;

8) Integration: all subsystems and components should be assembled and installed to form the complete system;
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RAMS Process

Life cycle phases (standard EN 50126-1:2017) cont.:

9) System validation: it should be validated that the system, product or process complies with the RAMS

requirements in combination with external risk reduction measures, confirming that it is suitable for a specific
intended use;

10) System acceptance: compliance of complete system with overall RAMS requirements is required for entry into
service;

11) Operation, maintenance and performance monitoring: operating, maintaining and supporting the product,
system or process in compliance with system RAMS requirements. This includes the continuous evaluation of the

RAMS performance of the system and derivation of corrective measures if required;

12) Decommissioning: the risk is controlled during the transition phase.
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RAMS Process

Standards

IEC 60706

Guide on maintainability of equipment

IEC 60706-1 Sections 1, 2 and 3: Introduction, requirements and maintainability programme

EN 60706-2 Maintainability requirements and studies during the design and development phase

EN 60706-3
EN 60706-5
IEC 60706-6

Verification and collection, analysis and presentation of data
Testability and diagnostic testing

Section 9: Statistical methods in maintainability evaluation

Analysis techniques for system reliability - Procedures for failure mode and effects

EN 60812
analysis (FMEA)

EN 61025 Fault tree analysis (FTA)

Analysis techniques for dependability - Reliability block diagram and boolean

EN 61
N 61078 methods

EN 61165

Application of Markov techniques

2
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RAMS Analysis

Reliability

Mean Up Time MUT time (distance, cycle)

Mean operating Time To Failure

. . MTTF time (distance, cycle)
(for non-repairable items)

Mean operating Time Between Failure _ .
MTBF time (distance, cycle)

(for repairable items)

Failure Probability F(t) dimensionless

Reliability R(t) dimensionless
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RAMS Analysis

Design versus Achieved Reliability (Smith, 2021):

DESIGN RELIABILITY INFLUENCED BY
> DERATING
(RANDOM HARDWARE FAILURES) REDUNDANCY/DIVERSITY
PROOF TEST FREQUENCY
COMPONENT FAILURE RATES

SYSTEMATIC FAILURES
FROM
INADEQUATE SPECIFICATION

\ TIMING AND TOLERANCE

LACK OF QA (LIFE-CYCLE)
ACHIEVED RELIABILITY p
SOFTWARE ERRORS
(INCLUDING SYSTEMATIC FAILURES) etc

TECNICO
LISBOA

Co-funded by
the European Union

BLUESKILLING interreg

INNOVATION Atlantic Area

U

L



RAMS Analysis

Maintainability

Symbol Dimension ______

Mean Time to Repair MTTR time
Mean Time To Maintain MTTM time

MTTM (corrective or preventive) MTTM(c), MTTM(p) time

MDT time (distance, cycle)
Mean operating Time Between Maintenance MTBM(c), MTBM(p) time (distance, cycle)

(corrective or preventive)
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RAMS Analysis

Availability

e B e
ey P
e

Schedule Adherence SA dimensionless or time

dimensionless
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RAMS Analysis Process

Tools

There are several tools to conduct RAM analysis in different stages and for different purposes.

Commonly employed methods for assessing RAMS include Reliability Block Diagram, Fault Tree Analysis (FTA), Failure

Mode Effect Analysis (FMEA) or Failure Modes, Effects and Criticality Analysis (FMECA).

The stages of RAM analysis process that will be focused on are:
e System Functional Analysis
 Reliability Block Diagrams (RBD)
* Failure Modes, Effects and Criticality Analysis (FMECA)
 Risk Mitigation Actions

* RAM Requirements
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RAMS Analysis Process

System Functional Analysis

Creation of a complete functional breakdown where a

top-down description of the system and sub-systems,

from the main functions to the basic functions

performed by the components, should be done

ecomposition
(refinement)
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RAMS Analysis Process

System Functional Analysis
The objective of the functional breakdown analysis is to identify:
1) all the functions that the system must perform to meet the requirements

2) and the critical components associated with these basic functions

Inputs Outputs
Functions, ——> B | Functional Breakdown
components
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RAMS Analysis Process

Reliability Blocks Diagrams (RBD)
Schematic representation of the system reliability structure (logic) making use of a RBD
to determine if the system is operating or failed,

given the information whether each block is in operating or failed state

A block can be viewed as a “switch” that is “closed” when the block is operating and “open” when the block is failed

The system is operational if a path of “closed switches” is found from the input to the output of the diagram
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RAMS Analysis Process

Reliability Blocks Diagrams (RBD)

A system composed of n subsystems is called a series structure if the failure of
any one component causes failure of the complete system.

)\1 )\2 )\3 )\4

Subsystem A Subsystem B Subsystem C Subsystem D 4 . At
—_— R 1
- — — Rst)=T[R®)=]]e
i=1 i=1
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RAMS Analysis Process

Reliability Blocks Diagrams (RBD) //\\
Subsystem B
S
A SyStem Composed Of n SUbSyStemS IS Ca”ed d Subsystem A Subsystem B Subsystem C Subsystem D
series structure if the failure of any one A, A, ) As B Ay
component causes failure of the complete P ——
system. LA v
3 parallel (active) components:
3 3 1
A system composed of n subsystems is R(=1-T]A-R,0)=1-]](-e"")
called a parallel structure if it operates j=1 j=1
if any one or more of its components 4 4
operates. Ra)y=][R®O=]]e™
i=l1 i=l
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RAMS Analysis Process

Reliability Blocks Diagrams (RBD)

Subsystem B
. . i )\2 ]
A system composed of n subsystems is called a series
. . Subsystem A Subsystem B Subsystem C Subsystem D
structure if the failure of any one component causes \ A \ — A
. 1 2 3 4

failure of the complete system.

Subsystem B

Ay

out of 3

M out of N system:

A system composed of n subsystems is called N VI
a M out of N parallel structure if it operates if R(t) = Z nl (N - 7)! [R(O]"[1 = R(O]*™
at least M of its components operates. " |

Ry =TTRO)=]Te™

TECNICO
LISBOA

Co-funded by
the European Union

BLUESKILLING interreg

INNOVATION Atlantic Area

U

L



RAMS Analysis Process

Reliability Blocks Diagrams (RBD)

D. van Houtte et al. / Fusion Engineering and Design 85 (2010) 1220-1224
S.-i. Kitazawa et al. / Fusion Engineering and Design 89 (2014 ) 88-93

Function Level : Component Level

iReliability & { MTBF |
FW-BLK#1 » . ?b o4 E‘; Temperature o | T - LOTTTTTTTT T -.,
ol Volume -1 Availability : Cohitio] . *tMTTR ¢ o S H i
ooling Chemistry e ' ontro el e / \ E i
Control* ! [ . Network System :
: Network I ] cubicle cubicle :
. . E cubicle I :
Flow Heat i | | .
ontrol Exchanger ' : | Main server room
_,’5 : E i from A N SR
S " | PIS :
Radioaclive ¥ '
START . :: AL Tﬂgggﬁr“’ | Rump N:‘;,f;u E | TTTTTTSSSSSmmSsssssssssssssssssssees
confineme : | Network i i
; -, ; cubicle | : Network System :
\Pressure . | ! i cubicle cubicle i
. Valves ' ! i i
} Control 1 } ;
—— ] CODAChutch 7 |
¥ e - \ Back-up server room
T 1 i L
ergg:tr[a dure Instrumentation
— e
TECNICO BLUESKILLING Interreg Co-funded by
LlSBOA INNOVATION Atlantic Area the European Union




RAMS Analysis Process

Reliability Blocks Diagrams (RBD)

Outputs e Reliability structure of the

system
* Expected reliability

Inputs

Funtional Breakdown ‘

* Expected availability
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RAMS Analysis Process

Failure Modes, Effects and Criticality Analysis (FMECA)

1) Identification of Failure Modes (FM): In this phase, failure modes for each component responsible for basic system
functions are identified. Understanding these potential failure modes is essential to assess system vulnerabilities

comprehensively.

2) Identification of Causes and Effects: Once failure modes are identified, the analysis goes deeper to determine the causes
behind these failures and how they can impact the overall system functions. This step helps in understanding the root

causes and consequences of potential failures.

3) Qualitative Assessment of Occurrence and Severity: After identifying causes and effects, FMECA involves a qualitative
assessment of the frequency of occurrence of failure causes and the severity of their effects. This step helps in

categorizing failure modes based on their likelihood and impact.

4) Prioritization of Risks: The final phase involves the prioritization of risks based on the initial criticality of all failure modes

in a Criticality Matrix. Failure modes are categorized as Minor, Medium, or Major Risks. This prioritization allows

organizations to focus their resources on addressing the most critical issues first.

L
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RAMS Analysis Process

. . . . Cause
Failure Modes, Effects and Criticality Analysis Functi c . | Failure Cect (Root cause of the
(FM E C A) unction omponen Mode Lrp;]epraa:i u?:; failure mndg, failure

mechanism)
55-CTS-1.2, 55-CTS5-1.3, 55- . : : :
_ . . . . : ' Cooling system | all modes system inoperative | Insufficient mass flow
 criticality level of each function failure mode using a CT5-1.4,55-CT5-15
P . 25-CT5-1.1 To generate high - -
proposed method to quantifying the severity of the Dower micmwaw?es g Gyrotron all modes | Inoperative system | Failure of gyrotron
effects and the occurrence frequency of the causes 55-CTS-1.2 To route high- {"‘r";f‘fr‘;]"fgt“’;j ithout
power microwaves from 60 Polarnizer unit all modes the right Failure of polarizer
GHz gyrotron(s) to launcher gnt
polarization
95-CTS-1.2 To route high- g q
power microwaves from 60 Waveguide all modes I e:c[:un ary vacuum 4 e ailure of waveguide
GHz gyrotron(s) to launcher 05
55-CTS-j.2 To route high- Diamond Loss of _ _
pGol_ﬂge!g :;é{;rrgmgﬂﬁﬂﬂ gﬁ?cﬁgr windows all modes confinement barrier Failure of barrier
Criticality = Severity x Occurrence
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RAMS Analysis Process

Failure Modes, Effects and Criticality Analysis (FMECA)

Failure Modes
Outputs Causes

‘ Effects

Occurrence of the
causes

Functional
Breakdown Inputs

Reliability Blocks

Diagrams .
Severity of the effects
Criticality chart
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RAMS Analysis Process

Failure Modes, Effects and Criticality Analysis (FMECA)

Example:

Rating scale for severity

Value M$

Weak<1h Unavailable less than 1 hours
Moderate<ld Unavailable between 1 hour and 1 day
Serious<lw  Unavailable between 1 day and 1 week
Severe<2m Unavailable between 1 week and 2 months
Critical<ly Unavailable between 2 months and 1 year

Catastrophic>1y Unavailable more tham 1 year
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RAMS Analysis Process

Failure Modes, Effects and Criticality Analysis (FMECA)

Example:

Rating scale for occurrence

. < 5e-4/y . < 5.7€-8/h
1 very Low MTBF>2000 years
Low S5e-4/y <., <5e-3/y 5.7e-8/h <., <5.7e-7/h
200 years < MTBF < 2000 years
Moderate 5e-3/y <., <5e-2/y 5.7e-7/h <1, <5.7e-6/h
20 years < MTBF < 200 years
High 5e-2/y <., <5e-1/y 5.7e-6/h <1, <5.7e-5/h
2 years < MTBF < 20 years
: S5e-1/y <., <5/y 5.7e-5/h <., <5.7e-4/h
very High 10 weeks < MTBF < 2 years
Frequent .o > 5/Y . > 5.7e-4/h

MTBF < 10 weeks
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RAMS Analysis Process

Failure Modes, Effects and Criticality Analysis (FMECA)

Example: Criticality levels

Level

LOW

Minor Risks, corresponding actions are considered "optional”,
Criticality is 1 than 7

Medium Risks for which actions are only "recommended”,
MEDIUM Criticality is between 7 and 13

Major Risks calling for "required" actions, Criticality is higher
than 13

5 Criticality Mitigations
" more than ‘ Actions:
. 13 On-site spares,
: * Preventive
° maintenance,
. Etc.
0 1 2 . r:y 4 5 6
TECNICO BLUESKILLING Interreg Co-funded by
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RAMS Analysis Process

Risk Mitigation Actions

Definition of risk mitigations actions to reduce the risk level associated to the failure modes identified in the FMECA

These actions are distinguished by the way they reduce the criticality level, either by reducing the occurrence (prevention) or
the severity (protection) of the failure modes, and also by the development phase of the project in which they are related to

(design, test, operation or maintenance)

* Preventive Measures (Reducing Occurrence): focus on addressing the root causes of potential failures. These actions are

proactive and can significantly lower the risk.

* Protective Measures (Reducing Severity): focus on mitigating the impact/consequences of failures when they occur.
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RAMS Analysis Process

Risk Mitigation Actions

Example:

Risk-mitigation actions

Effect

Category

Prevention
(decreases Occurrence)

Protection
(decreases Severity)

Design

Implement redundancy to reduce the
risk of losing the function

Implement risk-containment
provisions to avoid cascading
failures as a recovery system of a
BM assembled by RH and which
could fall on the Divertor

Test

Apply specific tests in simulated
operating conditions to check
reliability of a component

Apply specific tests to ensure
maintainability of components that
require a long time to repair

Operation

Interlock operation of sensitive
components with a safety check to
avold damage

Prepare specific training and
procedures to allow falling back to a
safe degraded mode 1n an emergency

Maintenance

Increase the frequency of inspections
and preventive maintenance
operations

Keep spares on-site so that time to
repair 1s shortened
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RAMS Analysis Process

Risk Mitigation Actions

New criticality chart
Outputs New reliability block

‘ diagrams

Occurrence level Inputs

Severity level
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RAMS Analysis Process

RAM Requirements

Definition of RAM requirements that must be integrated as system and sub-systems requirements

« Defining availability and reliability targets for the system and primary functions.

 Stating the necessary design modifications to enhance the current design for meeting availability and reliability
requirements.

« Specifying tests to assess components or systems.

« Establishing operational procedures and tailored training to mitigate risks.

« Qutlining maintenance requirements, encompassing spare parts, inspection intervals, preventive maintenance, and
associated procedures and training.

» Proposing standardization for commonly used components in the project to facilitate spare part interchangeability

in the design and enhance maintenance operations

L
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